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USB Hacksaw - Attack a computer from afar (legal)
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Description

The purpose of this hack, dubbed USB Hacksaw for googleability, is to automatically and silently install on windows 2000, XP, or 2003 machines with
either administrator or guest access. Installation consists of hiding the hacksaw tools in a hidden folder, add to either registry or startup folder

depening on user rights, and start the program.

This hack is based on a modified version of USBDumper. Once installed on a targert machine it will stay resident and wait for a USB flash drive to be
inserted. Once a USB flash drive is inserted the hacksaw will download the contents of the drive to a temporary location using the modified
USBDumper, then silently run the send.bat file located in the same directory, which will then archive the contents using RAR, eastablish an SSL SMTP
connection to smtp.gmail.com using Stunnel and Blat, email the downloaded data to an email address, and remove the documents and archives.

The proof of concept code in this 0.1 version is not as pretty as it could be. Originally a method for determining user rights and thus installing
accordingly was planned, however problems with the IFMEMBER command were found and many dirty hacks followed. Future versions are expected
to use a more elegent method of determining user privledges. (Thinking outloud: try creating a file where guests shouldnt be able to and check

errorlevel).

Reviews:

sort by: éfreshness m _gn--
GOVERNMENT

EXHIBIT

916 5
14 Cr. 68 (KBF)

B1 = B1.0000 community forums | wiki  support




